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2. &kk WEB SETETIHE

1. BRI SIHTETRNEIEE.

2. EESTHR P UL (TESSHRARERL) BT Az
AY IP sEIHECETETT BT 1P HBhk | LESR A LANE
B ENGETR—MER.

3. §I3F IE , TEMBAIA=S NSSHEATL IP HEtE/E[EZE | S8
1 XHEE , MARPRIIES , BRRH EIARA

INE "admin” , BIBAT , R "HE" HAE
WEB BtETTH.
( Windows =% [ﬁ |

F5E% 192.168.2.201 BHER{FENAFENEE. BESSRESEEE
SMART.

5 FEhREnEE HEREF S IRIN SR RFPEERE.
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3. WEB IREEFHRE

SNE 2, WEB MEIEEM=&HAEM : indR. T
A TaFN=E T m.,
TR AT B R,
Sfina WEB TUERIER , AP RITHA RIS
F , NRISREFTHAIRE.
FEATEAR NSRS T,
FUEAMSSINESE |, PBISKEBEEFEIA !
&’ & Configuration
JAZ Monitor
12l Diagnostics
#E7 Maintenance

SMART™ KJJ18/DG518 Industrial Switc/(p &

GigaBit Industrial Switch

» Configuration
vmmt?,r Port State Overview Auto-refresh [
» System = —
» Green Ethemnet
= Thermal Protection
 Ports
= State
= Traffic Overview

= QoS Siatistics

= QCL Status

= Detailed Statistics
» Secunty
» LACP
= Loop Protection

¥ Spanning Tree
¥ IPMC
» LLDP
= MAC Table
» VLANS
» Diagnostics
» Maintenance

| 2
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4. ¥&HE Configuration

v Configuration K&
» System R
» Green Ethemnet THE
= Ports i -]
» Security ZE
» Aggregation HIERG
= Loop Protection INEBERIF
» Spanning Tree 97|
» IPMC Hi%
» LLDP LLDP
= POE PoE
= MAC Table MAC b=
» VLANS REHA B
» Private VLANS 475 VLAN
» QoS QoS

= Mirroring =

4.1 ZFIgEE System

v Configuration s
v System R
= Information =R
= |P IPiRE
= SNTP RLRATENG B

= LOQ
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4.1.1 EFERIEE Information

System Information Configuration

System Contact Zhangsan
System Name SW-1

System Location Main Substation
System Timezone Offset (minutes) | |480

| Save || Reset |

REoEREERH , BYLTEAILIRERRA. RES
W ENE. HXRZ (28) B8

412 IPigE
IP Configuration
IP Interfaces
IPv4
Delete | VLAN 'SHEP [ Address | Mask Length | Current Lease
0O 1 0O [192.1682.201 24
0 2 [0 [10021 24
O 3 [0 [10031 | 24 ]
IP Routes

[ Delete | Network | Mask Length | Gateway |

Add Route

LETRE AT LASE B DHCP &= i, IP bk, IP #55, MK,
VLAN ID E&.




KJJ18/DG518 WEB Configuration User Manual

7Y DHCP ZFumt] V' 5, B=BsBkE 1P, i#
A WEB B<FERBBAEVEM 1P, EEﬂZ IP BB REEXNEN
IP ## N\ WEB T,

4.1.3SNTP pILERTIEISE

SNTP Configuration

Mode Enabled e
Server Address | |192.168.2.200

Save Reset

Z{IA SNTP i &/ Disable, dIRMEZHERIEPIRSSS |
A& Mode i8Ef Enable, Fi%5 Server Address JofT
§hARSSEE IP it

4.1.ARFEBE Log

System Log Configuration

Server Mode Disabled i |
Server Address |
Syslog Level Info V|

| Save || Reset |
JLAENIRSERIRE. RS=sit. RFEAERT!.
Server Mode R$3E8IRE:

AJLLi%E#E Disabled X[ 0 Enable 7/5 ®{NIHEE.

6
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Server Address 55281t
HEERW HERIIRSS S5ttt
Syslog Level 5t HER 5
2 Info 8. Warning Z4£5, Error &R =FZ% 51,

4.2 B Green Ethernet
v Green Ethemet

= LED
= Port Power Savings

4.2.1 LED INZEIHKECE

LED Power Reduction Configuration

LED Intensity Timers

Delete | Start Time | End Time | Intensity
] |00:00 v|  [00:00 v| (20 wv| %

Maintenance

On time at link change | On at errors
10 Sec. ]

Save Reset

LED Intensity Timers AJi%E LED RIIANRSE | BAIA

79 20%B9=E ( Intensity ),

Maintenance BJi% B L5 HZE ( On time at link change )
MI3EIR (On at errors ) BIRISKTRIIEL,

7
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4.2.2 Port Power Savings I [{EEIRSIEE

RIS FFEREBTIRERN | IEEE802.3azEEE 1RifE |,
A LAEIR S F A ERIXERATER  BaiiFim O /9(Ih
FERSEAFHTRRIERE.

it - RE SR O B &R T SZHE,

Port Power Savings Configuration

Port Configuration

Port | ActiPHY | PerfectReach | EEE
* L] L] L]
1
2
3
4
5
sasaaSOBBORS
25
26
27
23
29 L] L]

| Save || Reset |
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4.3 ig[1i&E Ports

LU ERIROAGERE. RS, B, RxFER. 71
LAXHERZR ( Speed ). ifitfe ( Flow Control ) Sz AMIA/N
( Maximum Frame Size ). /FZ8t&E5; ( Excessive

a

Collision Mode ) #1178 E.
E EHep 15 - 18 ORTIK A |, BOMEEN , Bl
S8 B OAE,

Port Configuration

Speed Flow Control Maximum | Excessive
Port | Link [ . T o nfigured CURrr:nt ‘ CI.I_II'_I':M ‘ Configured F;?;nee C:lzgn
= < v 1 9600 < v
1 @ Down X X (] 9600|  [Discard v
2 100fdx X X | 9600|  [Discard v
3 @ Down X X (] 9600|  [Discard v
4 @ Down X b 'd O 9600]  [Discard v
5 @ Down X b d O 9600]  [Discard v
6 @ Down X X O 9600]  [Discard v
7 @ Down 74 b d O 9600]  [Discard v
8 @ Down X b d O 9600  [Discard v
9 @ Down 74 x O 9600] [Discard v
10 @ Down 74 b d O 9600  [Discard v
11 @ Down d X 0 9600| [Discard v
12 @ Down X X O 9500)  [Discard V|
13 @ Down X X O 9600
14 @ Down X X O 9600
15 @ Down X X O 9600
16 @ Down X X O 9600
17 @ Down X X O 9600
18 @ Down [Ase V] X X O 9600

LINK JRZS :
N BRFRNZIRARERE  AEENFRRZROS
i

Ui IR 4R ( Speed Current ) :

9
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B [ IEF IR AR ;
im[11EZE—FEE ( Speed Configured ) :
RBIRORNER , BUAIRES "Auto” ;
7735 ( Flow Control ) :
EnglEt RS TERAETLUSREEHE
ZimARRERES 2B A TENNARLOEXET ,
FAFBEHARERY ; 2/ & TNEXINAZEREVET
ForHiaRt ; EERONS—mtEEERE.
BAmA/N ( Maximum Frame Size ) :
BAMUA/NEIRERYSEE 1518-10056,
bR R ( Excessive Collision Mode ) :
discard : JHZE[FEZF , restart : MR EIELZIEH

10
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4.4 B2 Security

v Security ZEIRE
v Switch IR,
= Password VR
= Auth Method BHIGIFEL
=« HTTPS HTTPS
= ACcess HEEE
Management
v SNMP SNMP 18
= System =%
= Trap Tra
= Communities rap o
e Communities
= Groups fﬁ):'
= VIEWS ’E.'
= ACCess Views
v Network i8]
= NAS ]
w ACL NAS
= Ports ACL
= Rate 1l
Limiters 1EZ[RE
= Access DRt L ES
AAA
RADIUS

4.4.1 ZFig 8 Switch->Password

System Password

Old Password

MNew Password

Confirm New Password

Save

AJERGAIE) WEB TREIRFEH ;
T BEICER | PHLEERERERIREERY.

11
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4.4.2 BURISIEFER, Switch->Auth Method

AIXFER. WEB iAai#1TIRE 5981/87C No, A3 Local,
TFEAPIREIAE RADIUS =FI&F A £,

Authentication Method Configuration

Client | Methods
console (local | [no A
hitp local | no W

Save Reset

4.4.3Switch->HTTPS
Mode:

IRERABREI/G HTTPS i5[af&R.
Automatic Redirect

=5 HTTP ihRIBoh&E Rk HTTPS.

HTTPS Configuration

Mode | Disabled v
Automatic Redirect | Dizabled

Save Reset

12
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4.4 435R)EE Switch->Access Management

Access Management Configuration

(st [Erabes ]

Delete | VLANID | StartIP Address | End IP Address | HTTP/HTTPS | SNMP
| Delete | | 1 | 0.000| | 0.00.0| O O

Mode:
AR ETRINEEFF/S Enabled 5& X4 Disabled ,
ZAR Disabled, FNZEIHASIENR,
BILABIRE B FENSIE
FHEEIRE :  VLANID, i8R IP. &R IP
SNMP : tNRFH IP FEEVEEIRE , WFEAET
PAM SNMP tMSBIENZ 3 HEH.,
HTTP/HTTPS : SNR=FEH IP FFEENEEIRE | N
FHALUEIE HTTP/HTTPS tHhSAa1% A8,

4.45SNMP &8 Switch->SNMP

BIEAMEEENY (SNMP ) iIRE |, 84F :

SNMP System Configuration ( SNMP &Z4FiIRE )
SNMP Trap Configuration ( SNMP Trap i85 )
SNMPv3 Community Configuration ( SNMPv3 F{fZ
2HIRE )

13
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SNMPv3 User Configuration ( SNMPv3 FBFigE )
SNMPv3 Group Configuration ( SNMPv3 BfHIRE )
SNMPv3 View Configuration ( SNMPv3 fEIRE )
SNMPv3 Access Configuration ( SNMPv3 ifaliZE )
» SNMP
» System

= Trap
= Communities

» Users
= Groups
n Views
» ACCESS

BIMRE | BESMEREIERHT.

4.4.6 MBBNIRSSBIIEE Network->NAS
Network Access Server ( NAS ) RZ&IZNIRSEEH,

ITXIRFRIEIE. B,

14
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Network Access Server Configuration

System Configuration

Mode |Disabled v

Reauthentication Enabled | []

Reauthentication Period 3600 seconds

EAPOL Timeout 30 seconds

Aging Period 300 seconds

Hold Time 10 seconds

Port Configuration

Port | Admin State | Port State | Restart
N V]
1 [Force Authorized | Globally Disabled | Reauthenticate Reinitialize
2 |Force Authorized V| Globally Disabled | Reauthenticate Reinitialize
3 [Force Authorized | Globally Disabled | Reauthenticate Reinitialize
4 |[Force Authorized | Globally Disabled = Reauthenticate Reinitialize
5 |Force Authorized V| Globally Disabled | Reauthenticate Reinitialize
6 [Force Authorized | Globally Disabled = Reauthenticate Reinitialize

4.4.7iHEHEIFIFRIEE Network->ACL

w Network
= NAS
w ACL

= Ports

= Rate Limiters

= Access Control
List

B¥E ACLPorts in[BCE. Rate Limiters IREPRHIAC
B. Access Control List i5[a)iz#5RACE.

ACL Ports ixOfeE:

15
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‘J@EE HO5RE ID( Policy ID ). RbERAET( Action ).

1EZ[R&] ID ( Rate Limiter ID ), i

mExEM ( Port

Redirect ) 123 log Logging ) &<iAumK Shutdown ),

IR ( State ),

ACL Ports Configuration
Port | Policy ID | Action | Rate Limiter ID | Port Redirect | Logging | Shutdown | State | Counter
* 0| |<= Vo[> v <> W e W[ W e ~ *
1 0| |Permit v| |Disabled v Disabled v| |Disabled | |Disabled v| |Enabled | 33292309
2 0| |Permit v| |Disabled v Disabled %| |Disabled %| |Disabled v| |Enabled v 8097
3 0| |Permit v| |Disabled v Disabled | |Disabled | |Disabled v| |Enabled v 10
4 0| [Permit V| |Disabled v Disabled V| |Disabled V| |Disabled V| |Enabled Vv 0
5 0| |Permit v| |Disabled v Disabled v| |Disabled v| |Disabled v| |Enabled v Q
6 0| |Permit v| |Disabled v Disabled “| |Disabled %| |Disabled %| |Enabled v 0
7 0| |Permit v| |Disabled v Disabled “| |Disabled %| |Disabled v| |Enabled v 0
8 0f |Permit V| |Disabled v Disabled | |Disabled V| |Disabled V| |Enabled v 0
9 0| |Permit v| |Disabled v Disabled v| |Disabled v| |Disabled v| |Enabled v Q

Rate Limiters iEZ=pR#IfcEH

ACL EFIRFIECE AIXIEZRRF ID 3
i Bic B DA 1SR e Al X i 1 PRI

58 ACL i

ACL Rate Limiter Configuration
Rate Limiter ID [ Rate (pps)

L= e B I L B S T

w

-
=

—-

-
ra

-
w

-
=

-
o

16
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Access Control List iflaiEH$I5RECE

Access Control List Configuration
[ Ingress Port [ Policy / Bitmask | Frame Type | Action | Rate Limiter | Port Redirect | C [ 1]

€]

B A EGIETE |, Bt ARre @i\ ACE
=D

ACE Configuration

Ingress Port | |4l e Action Permit v
Policy Filter | |Any hd Rate Limiter | | Disabled v
Frame Type | |Any hd Logging Disabled v
Shutdown Disabled v
Counter 0
MAC Parameters VLAN Parameters
DMAC Filter | [Any ]| [VLANID Filter [ [Any V]

‘ Tag Priority | \An\,r V|

| Save || Reset H Cancel ‘

4.4 8AAAINIERRSSERECE AAA->RADIUS

v Configuration
» System
» Green Ethemet
= Ports

v Security
» Switch

17
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RADIUS Server Configuration

Global Configuration

Timeout 5 seconds
Retransmit 3 times
Deadtime 0 minutes
Key

NAS-IP-Address
NAS Identifier

Server Configuration

[ Delete | Hostname [ Auth Port [ Acct Port | Timeout | Retransmit | Key |
[ Delete | | | [z | [1813 | | | | | ||
Add New Server
M oD,
4.5 HEIRERS

v Configuration
» System
» Green Ethemet
= Ports

» Security

v Aggregation
= Static
= LACP

HERRAEE | SSRGS IRERT.
4.5.1 537588 Aggregation->Static

AT 14 HILR , BEECRERTHELRN
i RS EEIR—1TE S,
ICRAEMRIGEFRISIE B | NinOERER,
Fiif@ vian 585,
HER [ RAVEIIEET ST -
“IR MAC b ( EFRSE0E MAC bl TrREdY

18
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®it& ). "BBY MAC itsiit” ( EFHRZAIBRY MAC it
WHHATREIIEATE ) “IP Hbht (BIRASIR IP ek
FEH P it# TRz EEHITHENEITE ).

"TCP/UDP im[05” ( £F#R3ZAY TCP/UDP inSiH
ITREIYEITTE )

RISk , AEitE. HERENIEERER
HRY ; INRFELIEOEHE LACP shaCEIMY , MTS
EFIREFHFSLR.

e =1
E—imOFSCRAESHZ LACP (CRENEE

Aggregation Mode Configuration

Hash Code Centributors
Source MAC Address
Destination MAC Address [
IP Address
TCP/UDP Paort Number

Aggregation Group Configuration

Port Members

19
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4.5.2 78 E Aggregation->LACP

RN SRR O CER |, IO FFESIMYUAE |
LRI A IRSFEIS M EILRER RIEXNGRISEL
FIRZS |, BonE LBchYE R CRE— W R SR, (LR
FfE | IR EAEHFIC RGNS, SN ERETAT
SFEEEE o 5L

SN NBCE S HEIE N RSN =
K ENtantE(ieiE . REF BN EYROF SH T
SIS ATE R BERZ A CBREERS . ZSH 2D AIRVENL |
BHHERZEAIR O senE Bk — N EREE. IR
=, “active/passive” , ZikiE “active” , IRFESEIMEIS
SCERES ; kiR passive” , IRBWINIESHMIEE A
ERICERNE. MEeRSEEK , 208 —insmintITEiR
BRk "active”tRIUA BEINEEARII.

WRFLIROSEFHT 7 E#SHmICER | A TiASE
I LACP #h&ICER.

1=

E—iwOa7 LACP [CRABESFHSLRENEE

LACP Port Configuration

Port | LACP Enabled | Key | Role [ Timeout| Prio
* I [«> v| | | [« v o= v | 32768
1 O [Actve ]| [Fast v] 32768
2 O [Active ]| [Fast v] 32768
3 O [Active | [Fast v| 32768

20
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LACP Enable:
LACP {88 : i AFS ;
Key :
#{E , Auto BIARRIES , Specific(BENNITE)RT
H=E  TIE 1/EkKE 2FkE 3
Role :
IIEIIRTN : Active ERJHRI(. passive : HENRT ;
Timeout:
HEEY | IERARXEEEMRE:Fast , 1s KIZX—IX
Slow , 30s &iE—IX ;
Prio:
5k : aIESEA 1—65535 , i)\ |, 5k
S
4.6 IFEEFRIA
IRENBRIPFEERA. RERE. KA EEFERE

Global Configuration

Enable Loop Protection | | Enable |
Transmission Time 5 seconds
Shutdown Time 180 seconds
Port | Enable | Action Tx Mode

= [+ < | w

1 ™ Shutdown Port wv||Enable Vv

2 [ Shutdown Port “||Enable Vv

3 ™ Shutdown Port wv||Enable v

4 ) Shutdown Port “V||Enable v

5 ] Shutdown Port “||Enable v

21
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4.7 %REH Spanning Tree

v Configuration
» System
» Green Ethemet
= Ports
» Security

» Aggregation

= Loop Protection

v Spanning Tree
= Bridge Settings
= Bridge Ports

4.7.1STP ##Ec& Bridge Settings

STP Bridge Configuration

Basic Settings

Protocol Version RSTP W
Bridge Priority 32768 W
Forward Delay 15
Max Age 20

Maximum Hop Count | |20
Transmit Hold Count | |

Advanced Settings

Edge Port BPDU Filtering
Edge Port BPDU Guard
Port Error Recovery

oo

Port Error Recovery Timeout

| Save || Reset |

22
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FERCE4RNET, RTLU%ERE STP & RSTP i , HE
SEOEILBABE.

T EHZERENFEIINEE. R ERIRNSENANE T
PRI TR

4.7.2STP CIST ixOfEE Bridge Ports

STP CIST Port Configuration

CIST Aggregated Port Configuration

STP S 5 Restricted Point-to-
Port Enabled Path Cost | Priority ‘ Admin Edge | Auto Edge Role | TGN BPDU Guard | o

[Aute v| [Non-Edge v| ) o 0O O [Forced True |

STP .. B Restricted Point-to-
Port Enabled Path Cost Priority | Admin Edge | Auto Edge Role | TGN BPDU Guard o

| \ v] O O

¥} Non-Edge Vv O O

Non-Edge v
Non-Edge v
Non-Edge v
Non Edge v
Non-Edge v
Non-Edge v
MNon-Edge v

STP Enabled 4ERARH#FARE :

TR AFHEERR , NEAXKAEBR ;

Path Cost B&12FF4H :

93 Auto(E#h)F0 Specific(iBBITMN I E) FIFH|

Priority {454 :

HEWN | K RE ;

Admin Edge M4 E1E :
Non-Edge (R 51Zim HEE) |,
Edge(HEIREFS5ZiRAEE) ;

Auto Edge Hzfib% :

e ERBSi%imOEERRSE , LERksET

SEEEEEREE
IESIESIE4IESIE4IESIES

@ N o e ow o o
RERRYER
RERRARERRR
ooooooodo
ooooooo
ooooooo
iiiiiiiiO
LKL €L €

=== [Z|[=][=][=[=]]
s||5||2||&|&|z||E||E|Y
HEEBEEEIE
II!IIII!L

>
&
<

—_—

==
B/

23
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"NEEE
Restricted fR#l:
Role (B8 :
wHEAEZROAREFEAMBERD , —RRAE
R
TCN #EFMEEEEIEAD -

GHERENEZRINTERN , —RAEA |
BPDU Guard:
BPDU {RiF : i3 ARIRAOKEIEX BPDU FX
A, —RAER
Point-to-point ixZliR
Forced True(GEHINImEimi%ER)
Forced False(3&H /93 FimE|imi%EE)
Auto(BaiRBIIEREEEY) ;

4.8 IPMC ZHiE{hIRF

v Configuration
» System
» Green Ethemet
= Ports
» Security
» Aggregation
= | oop Protection

» Spanning Tree
v IPMC

w IGMP Snooping
= Basic

Configuration
= VLAN
Configuration

24
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IPMC HEEINECE , AIXERE. VLAN T,
4.8.1 IGMP Snooping Configuration BEAEEH

IGMP Snooping Configuration

Global Configuration

Snooping Enabled O
Unregistered IPMCv4 Flooding Enabled [ ]
IGMP SSM Range | | |
Leave Proxy Enabled |
Proxy Enabled O

Port Related Configuration

Save Reset

4.8.2IGMP Snooping VLAN Configuration
IGMP VALN B2 :

IGMP Snooping VLAN Configuration

Start from VLAN with entries per page.

Delete [ VLANID [ Snooping Enabled | Querier Election | Querier Address

| Delete | | | O %] | 0.0.0.0]

| Add New IGMP VLAN |

49 LLDP EtE

25
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OEHECE LLDP ixOiRE

LLDP Configuration
LLDP Parameters

Tx Interval |30 seconds
Tx Hold 4 times

Tx Delay |2 seconds
Tx Reinit |2 seconds

LLDP Port Configuration

Optional TLVs

Port | Mode Port Descr | Sys Name | Sys Descr | Sys Capa | Mgmt Addr
5 == h vl v vl vl v
1 [Enabled v “ i v ] i
2 [Enabled v ] ] ] vl v

410 MAC lblitREE

MAC Address Table Configuration

Aging Configuration

Disable Automatic Aging | [

Aging Time |300 ‘secunds

MAC Table Learning

Port Members

I 1]2]3]4]5]6]7]8]0[10[11[12]13]14]15]16]17] 18] 18] 20]21] 22| 23] 24 25| 26| 27| 28] 29
Auto (1
Disable
Secure ()

Static MAC Table Configuration

Port Members
| Delete [ VLAN ID | MAC Address [1[2[3][4[5[6[7[e[e[10]11]12]13]14]15]16]17]18[19]20]21[22[23[24] 25] 26[27] 28] 29

Aging Configuration E{EtH :
Disable Automatic Aging : Z1FBEIEWX.
Aging Time : MAC R&#iidiE , —f&J9 300s ;
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MAC Table Learning :
MAC %3] :
B30 . BEhE# MAC KEHRTE ;
ZIE . FEFEHEH MAC REFHATE ;
Z2  BARERNA "#E MAC RECE”
Static MAC Table Configuration:
B4 MAC RECE :
FHftE MAC 3k ;
FLEHS MAC HBUESR

411 VLAN fitE&

4.11.1 BgE VLAN BER

VLAN Membership Configuration

Start from VLAN with entries per page.

| Port Members
Delete [ VLAN ID | VLAN Name [1T2]3T4]5]6[7]8]910[11]12]13[14[15]16]17]18
O 1 default| MMM IC VIV
O 2 Rz 7 7 2 oz | | ¥4 | ¥ | ™ | ¥ [ ¥
| 3 s I O ¥ | ¥ | | | | | ™ |

I EUE/MIBR VLAN , FigiEE R DI /FZPREAE R

VLAN, NEF= , BI&7T V2 V3 14 VLAN , 755 5.
6. 7. 8 imANAZRI V2 7 (AikRpA] ), 45 9. 10
11, 12 SixOMAZ V3 & NREFZEIHE 3 SimO0

AZE V3 & (FIXEIAT ), AT EIETT GARP ( GARP
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VLAN Registration Protocol , VLAN ;EAgNY ), MIE
£ vlan (SR8, 3 SirOFXENAEI V3 H,

w13, 14, 15, 16, 17, 18 RMEELEO , £
FEEES , B3 FFRA VLAN 1, XHEFRERIR
EREBEEARBKOMNEECRENEE , £ F—T7HY
VLAN imOfEH , F(IEFEHIROZKEIRS C-port,
XtF , R EE— VLAN Z e LAEE,

4.11.2 VLAN #0868

Ethertype for Custom S-ports :

QINQ LAAMmIER , EWE VLAN TS |, &R
FENINJI 0x88a8 ( 73t ), ITHRIFRBENIBAEIEH
LASa I EHRIuR AR,

Port Type iR[12$8Y :

Unaware : AR

C-port : il TPID 79 0x8100 BYFFZE ;

S-port : il TPID 73 88A8 HIIFRES ;

S-custom-port : )l TPID BENXAIIFRE ;

Ingress Filtering ACIHE :

SR OWEIRITEHI VLAN IRIOEREFSIEL |

ENmOMmANITIEI0eEXE , BIAILACRY VLAN R

UL
Frame Type Mi3$BY :
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Al : FrEIRY

Tagged : fgimIFWHIRCIRERIIRY ( FEIRC
SFEI VLAN ID RN 0);

Untagged : f8im O REBMAHIRCIREEAHRS.
Ethertype for Custom S-ports Ox[gsas | Auto-refresh []

VLAN Port Configuration

Port VLAN

Port Port Type Ingress Filtering ‘ Frame Type Mode D Tx Tag
= | v O o> Wl v 1| |<> v
1 |Unaware hd O All | |Specific v 1| |Untag_pwvid v
2 |Unaware hd (] All | |Specific v 1| |Untag_pwvid Vv
3 |Unaware e (] All | |Specific v 1| [Untag_pvid v
4 (Unaware e ] All | |Specific v 1| |Untag_pvid ™
5 |Unaware e 1 All | |Specific v 2| |Untag_pvid v
6 |Unaware v (] All w| | Specific v 2| |Untag_pvid v
T |Unaware hd O All w| |Specific v 2| |Untag_pvid v
8 |Unaware hd (] All W |Specific v 2| |Untag_pvid v
9 |Unaware e O All | |Specific v 3| [Untag_pvid v
10 |Unaware e ] All | |Specific v 3| |Untag_pvid v
11 |Unaware e O All | |Specific v 3| [Untag_pvid v
12 |Unaware v | All | |Specific v 3| [Untag_pvid v
13 |C-port v O All | |Specific v 1| |Untag_pvid
14 |C-port v (] All | [Specific v 1| |Untag_pvid v
15 [C-port v O All | |Specific v 1| |Untag_pvid v
16 |C-port A (] All V| |Specific v 1| |Untag_pvid v
17 |C-port N O All V| |Specific v 1| |Untag_pvid v
18 [C-port N (] All V| [Specific v 1| |Untag_pvid v

Port VLAN ( #%[ VLAN ):
Mode (&= ) : None/Specific
None: —fEAREIRIXFMET. none BIgimT
PVID , RAHGIRE IR S E R m A AR INE
TERIEYEAIA vian H
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Specific : $EEiw[ VLAN ID, 7Eim_EElRs
RIMREERIMTEARIN_EARES,
ID : 7E453(8 Specific , F8EimFT/E VLAN B9 ID
TxTag:
Untag_pvid : &% Pvid BETARIIRE ;
Tag_all : FTBEINIRE ;
Untag_all : FfE8AIIIRE ;

4.12 Private VLANs FA VLAN i8&

PVLAN &t T —F " ZEFEEAIFER | 8BLHERE Vian
WAFEEMRE (Isolated Vian) , (B85 3I%F5MAIE ;
& E— VLAN BEf8ggiial(Community Vian) , tBEEXT
HMFIE,

FEABRIMEIRFNAES , PVLAN BIBENEEER/N
B, XTUThEE— i RER T RISHRIIAE . ATRE
Z[EMCiERIREE | F5aiERTFET DMZ XIERIIRSS
BREEEY.
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4.12.1 PVLAN Membership FA VLAN R

Private VLAN Membership Configuration

Port Members
Delete [PVLANID [1[2][3]4[5]6[7][8]9[10[11]12[13]14]15]16[17]18
O 1T MMMYMMMYMMYMYMY MMV MM
| Delete | ] 000000000000000000

| Add New Private VLAN |

Save Reset

4.12.2 Port Isolation IRCIMRES

EPAER  BRENEOBEHEAE , Bf0E— VLAN B
FEAHCOEE.,

Port Isolation Configuration

Port Number
1J2[3J4a]s5[a[7[a[910]11]12]13[14]15][16[17]18]

Ooddoooodddooodiddn

| Save || Reset |

4.13 QOS

v QoS
= Port Classification
= Port Policing
= Port Scheduler

= Port Shaping
= Storm Control
= WRED
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4.13.1 Port Classification #OELSH

BEE/NHEOR QOS class #1 DP level;Q0S
ZERAN0-7 )\NMER,

QoS Ingress Port Classification
Port | QoS class | DP le

x

<

A
W
{

L e - B =y o

—

SRR R R EEEE
HRKARRRERRY
Sl EEEEEEEEE
HRKRRR RN
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4.13.2 Port Policing #fOMES

QoS Ingress Port Policers

Port | Enabled | Rate | Unit | Flow Control
. [] 5000 [== W ]
1 ] 500 |kbps w
2 L] 500| |kbps W
3 ] 500 |kbps W
4 L] 500 |kbps W
5 ] 500| |kbps W
6 L] 500| |kbps W
7 ] 500| |kbps W
8 L] 500 |kbps W
4.13.3 Port Scheduler ixEE
QoS Egress Port Schedulers
Weight
Port Mode
Qo [Q1[Q2[Q3[Q4]Q5
1 Strict Priority - - - - - B
2 Strict Prionty - - - = . -
3 Strict Prionity - - - - - -
4 Strict Prionty - - - = - -
5 Strict Priority - - - - - -
6 Strict Priority - = - - - -
1 Strict Priority - - - - - -
§ Strict Priority - - - - - -
5 Strict Prionty - - - - - -
10 Strict Pnionty - - - = - -
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4.13.4 QOS Port Shaping
R T AN ATERON QOS HitimAhA,

QoS Egress Port Shapers

3

Shapers

| Qo

(4]

Q2

Q3

Q4

Qs

Qe

Q7|

Port

disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled

C 10 100 [~ 127 1677 | [ [P =

=

N

4.13.5 Storm Control K. 52HD#i

disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled

disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled

disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled

disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled

R TEE N OB E PRI,

disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled

disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled

disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled

disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled

T3, SRANMIATHRHE]

B,
QoS Port Storm Control
Pt Unicast Frames Broadcast Frames Unknown Frames
Enabled Rate Unit | Enabled Rate Unit | Enabled Rate Unit
= [l 500| [<> W | 500| |<> W (| 500| |<= W
1 ] 500| [kbps ™ ] 500| [kbps Vv O 500| [kbps V
2 0 500| [kbps v 0 500| [kbps v O 500| [kbps Vv
3 m] 500| [kbps v m] 500| [kbps v O 500| [kbps v
4 | 500| [kbps ™ | 500| [kbps v O 500| [kbps W
5 O 500| [kbps v O 500| [kbps v O 500| [kbps v
5 | 500| [kbps v | 500| [kbps v O 500/ [kbps W
7 ] 500| [kbps v ] 500| [kbps v O 500| [kbps v
8 m} 500| [kbps v m} 500| [kbps v O 500| [kbps Vv
9 ] 500| [kbps v ] 500| [kbps v O 500| [kbps v
10 1 500| |kbps W 1 500/ |kbps W [ 500/ |kbps W
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4.13.6 WRED

Weighted Random Early Detection Configuration

Queue | Enable | Min. Threshold | Max. DP 1 [ Max. DP 2 [ Max. DP 3
0 O D 1 5 10
1 O 0 1 5 10
2 O D 1 5 10
3 O 0 1 5 10
4 O 0 1 5 10
5 O 0 1 5 10

4.14 Mirroring (%

Mirror Configuration

Port to mirror to || Disabled W

Mirror Port Configuration

Port | Mode

= | v
Disabled v
Disabled v
Disabled v
Disabled v
Disabled v
Disabled v

= T SN S R

Port to mirror to:
BioimO ERELEOFSHEREHIRSORETE
IR EFEERYIR O ;
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Mirror Port Configuration:
PORT Hf&imO : #HARETHIIRO
Mode:
Rx only : REEWAKIE ;
Rx only : RURIEARIZIL ;
Enable: RPEEKIBAIX,
Disable: T3

» System
» Green Ethemet
v Ports
= State
= [raffic Overview
= QoS Statistics
= Detailed Statistics
» Security
» LACP
= Loop Protection
» Spanning Tree
» IPMC
» LLDP
= PoE
= MAC Table
» VLANS
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6. 12T

» Configuration
» Monitor

+ Diagnostics

= Ping
= VeriPHY
¢ Maintenance

6.1 Ping

ICMP Ping

IP Address 0.0.0.0
Ping Length |56
Ping Count 5

e

Ping Interval

Start

IP iF : #INEE ping B9 IP HbiE, #&=50.0.0.0

Ping < : ICMP FUEE8IX/ , EISEEM 2 NFH
F| 1452 =15,

Ping #§ : Ping ICMP #UEERIITEL. BEESEEM 1 2
60 .

Ping [BJf@ : Ping ICMP HUEERIEIREATE. {ERYSERE 0
F/ 30 b,

6.2 VeriPHY
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VeriPHY Cable ZWTaE., BEidimiEE , A,
(ERereFERLIH AT Cable K7

VeriPHY Cable Diagnostics

[Port] [29 V]|
Start
Cable Status
Port [ Pair A | Lengﬂnl\ [ Pair B [ Length B | Pair C | Lengmc [ Pair D [ Length D
25 Abnormal OK 16 Abnormal QK 16

7. HEA

v Maintenance
= Restart Device
= Factory Defaults
v Sofiware

= Upload

= Image Select
v Configuration

= Save

= Upload

7.1 Restart Device ERIEH

HENFREF MAC MUEFFEERIRER BNENS
MR B REREEN

Restart Device

Are you sure you want to perform a Restart?

Yes
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7.2 Factory Defaults ™ BXiAME

LRI EERREISVNRRBIAER , 5]
EEREH BcEeE. WELFREEE IP s8R,
HEESRFEIAFPEENAE AtEREIYRIRENEIA
B NERWSEBRER admin/z, FrginmOiCERES
BEWETE FUAEREL EERIERFEIEINICRT
1E,

7.3 Software Upload

BB LT | RS RAIRIE LERRES
REERETHER. BERRE.

7.4 Configuration

7.4.1Save {RFECE

TEEE AR BRfECE SR M &E D
7.4.2Upload L{&EeE

B2 RIS pRIBCEN M LERIR 4 SCEC BRI
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